Alarm Statistics

Time Period: 09:57:25 Thursday, July 07, 2005

Description:  This report provides a statistical view of Top-10 policy violations (Security IDS/IPS and
Performance Intrusion) that have occurred on the 802.11 network. This report provides pie-charts
and lists all the policy violations on the basis of severity of the violations such as critical, urgent,
warning and information.

An insecure network can usually be fixed by reconfiguring some of the network equipment, by
using additional software or hardware and always being in the forefront of implementing the latest
security standards to provide good security for sensitive data such as employee salary data or
company financial information.

Severity

Critical

Information

B Information 6 37.5%
[ Warning 7 43.8%
M Critical 3 18.8%

Total: 16 100.0%
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Alarm Summary Table by Severity

Capture File:

Severity:  Information # of Alarms
Alarm Title
Device using open authentication 1
AP broadcasting SSID 5
Sub Total: 6
Severity: =~ Warning # of Alarms
Alarm Title
AP with encryption disabled 3
WEP 1V key reused 1
Excessive low speed transmission 1
Excessive missed AP beacons 1
Device unprotected by TKIP 1
Sub Total: 7
Severity:  Critical # of Alarms
Alarm Title
Rogue AP by MAC address (ACL) 3
Sub Total: 3
Total 16
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